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Unflappabl Privacy Policy
Definitions
OscarOnline Limited (“us”, “we”) – the provider of Unflappabl
Unflappabl (“the Service”) – the social media and private messaging platform
Secure Private Group (“SPG”) – encrypted messaging group

1. Information you share with us
a. Private information which is known by us but not shared with anyone else
i. Your “real name” which is part of your account information
ii. Your “email” which is part of your account information
b. Private unreadable data
i. Your password – your password should be known only to you. We do not have access to
your password as it is hashed (turned into random letters and numbers) before being stored
against your account, making it unreadable by us or anyone else. When you log-in with your
password it is hashed again using the same algorithm and compared to what we have
stored.
c. Private content
i. Any content you put in an SPG can be seen by any other member of the SPG. It cannot be
viewed by users who are not members of the SPG, nor can it be viewed by us, due to
encryption.
d. Public Information – all other information or Content you put on Unflappabl, can be viewed by
anyone with an account. Although it is possible to block accounts to prevent them seeing your
content, blocks do not work if you are in an SPG with the account you blocked, and they do not stop
someone from creating another account to see your public content.

2. Cookies
Cookies are text files that are stored by your web browser on instruction from Unflappabl. When you come back,
or change pages, your browser gives the cookies back to Unflappabl so that the Service can be provided with the
information without us having to ask you again, or get you to log in again. For example, when you successfully
log in, Unflappabl gives you cookies that identify that you have logged in successfully. Without those cookies you
would have to log in each time you loaded Unflappabl or even if you changed pages.
Unlike some other social media platforms, we don’t use cookies to advertise to you or to track your movements
outside Unflappabl. Cookies from Unflappabl are purely used to operate the Service.

3. Logs
Whenever you or anyone else visits Unflappabl, even if not logged in, a log is created providing information such
as the type of browser being used and the IP address the communication came from. None of the information
contained in the logs can be used to identify you as an individual, but they may indirectly indicate your
approximate location. We use logs purely for diagnostic purposes and to monitor hacking attempts. Logs are
deleted as part of regular maintenance unless needed to track hacking.
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4. Service Providers
We may use trusted service providers to help us provide the Service. In such instances they may have access to
the same private information about you that we do. However, they will only have the right to use your private
information for the purposes of providing the Service.

5. Legal Exception and Prevention of Harm
We may pass your information, including private information, to law enforcement if we have reason to believe it
will help prevent harm to another person. Or if we must do so to comply with the law or regulation.
We will always pass your private information to law enforcement if compelled to do so by court order.

6. Analytics
We do not use purpose-built analytics software to track your movements on the Service. It may be something
we implement at a later stage, if it is necessary to improve Unflappabl.

7. Reputation
In order for us to build a reputation score we will keep track of how many times your account is blocked by other
users, and whether you were tagging or replying to them when they blocked you. This information will not be
directly disclosed to other users, but they will eventually be able to set a sliding filter that automatically stops
them from seeing posts from users with reputation scores lower than their filter threshold. We will keep only 12
months of rolling reputation data to allow users with poor scores to rebuild their reputation over time.

8. Managing your private information
You are in control of the private information you share with us. You can change it at any time or deactivate your
account.
You can request your data in a portable format by emailing contact@unflappabl.com

9. Deletion
a. Private information (1a,1b) can be deleted by deactivating your account. Please email
contact@unflappabl.com to request deletion.
b. Private content (1c) can be deleted by you at any time by choosing the delete option on your posts.
c. Public Information (1d) – public posts can be deleted by you at any time by choosing the delete
option on your posts. All public information can be deleted by deactivating your account.
d. Automatic deletion – regardless of the above, your Content will be deleted automatically, as part of
the Service, in the following circumstances:
i. Posts in an SPG where the “self-destruct after X days” feature is set by an admin of the SPG
ii. Posts in the Public Square will de deleted where the “self-destruct after X days” feature is
used. By default, this is set to 30 days.
e. Backups – regardless of the above, all information can be recovered by us for up to 30 days, from
backups. These backups are intended for disaster recovery only and will not be used to recover
individual posts or user information (unless instructed by a court order). Please note, encrypted data
will be unreadable by us even if recovered from backup.

10.

Managing your private information

You are in control of the private information you share with us. You can change it at any time or deactivate your
account.
You can request your data in a portable format by emailing contact@unflappabl.com

